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Regulatory Data Security Compliance for Hong Kong Business Entities 
 
Hong Kong's data security laws require robust compliance to safeguard relevant data and avoid severe 
operational, legal and reputational risks. 
 

 
 
Data security compliance is critical for Hong Kong business entities, including but not limited to listed 
companies and their senior management or internal compliance teams, amid rising cybersecurity threats. 
Effective compliance safeguards sensitive data, supports corporate governance, and mitigates legal and 
reputational risks in a highly interconnected business environment. 
  
Legal Framework Governing Data Security in Hong Kong 
  
The Personal Data (Privacy) Ordinance (PDPO) (Cap. 486) governs personal data handling in Hong Kong, 
providing principles on collection, usage, retention, and protection in both the public and private sector. In 
2021, the PDPO was amended to introduce doxxing offenses and increased penalties. Any person who 
commits the offence is liable on conviction on indictment to a fine of up to HK$1 million and to imprisonment 
for up to 5 years. 
  
It establishes six Data Protection Principles (DPPs) designed to ensure data is collected fairly and with full 
knowledge, processed securely, used only for intended purposes, and retained only as long as necessary. 
Data subjects are granted rights to access and correct their data. The DPPs include: 
  

• DPP1: Purpose and Manner of Collection – Personal data must be collected lawfully and fairly, 
only for purposes directly related to the data user’s functions. The data collected should be 
adequate but not excessive, and data subjects must be informed about the purpose, whether 
provision of data is voluntary or mandatory, and their rights to access and correction. 

• DPP2: Accuracy and Retention – Data users must take all practicable steps to ensure personal 
data is accurate, up-to-date, and not retained longer than necessary for the purpose. Under section 
26, failure to erase data no longer needed is an offense punishable by fines. 

• DPP3: Use of Data – Personal data must only be used for the original purpose unless the data 
subject gives express consent. Part 6A of the PDPO applies to direct marketing, requiring explicit 
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informed consent prior to use or transfer of data for such purposes. Unauthorized direct marketing 
can lead to hefty fines and imprisonment. 

• DPP4: Data Security – Data users must take all practicable measures to protect personal data 
from unauthorized access, processing, loss, or destruction. This obligation extends to data 
processors through contracts. 

• DPP5: Openness and Transparency – Data users must be open about their data policies, the 
kinds of personal data held, and the purposes for which the data is used. 

• DPP6: Access and Correction – Data subjects have the right to access their personal data and 
request corrections. Data users must comply within stipulated manners and timeframes of data 
access or correction requests under Part 5 of the PDPO or provide reasons for refusal and maintain 
a log of refusals. 

  
The PDPO provides exemptions that balance privacy protection with public interests such as crime 
prevention, health protection, and legal proceedings. These exemptions are defenses that require case-by-
case evaluation. 
  
The Privacy Commissioner for Personal Data (PCPD) actively pursues proposals for mandatory breach 
notifications and administrative fines scaled to company turnover, enhancing enforcement capabilities. 
  
Cybersecurity Law and Critical Infrastructure Protection 
  
In addition to cybersecurity safeguards required under general law and common law, the Protection of 
Critical Infrastructure (Computer Systems) Ordinance (Cap. 653), effective January 2026, mandates critical 
infrastructure operators to establish cybersecurity management plans, conduct risk assessments, and 
comply with regulatory oversight. Its purpose is to enhance cybersecurity and operational resilience across 
sectors vital to Hong Kong's economy and society, aligning the city with global regulatory standards. 
  
Critical Infrastructure (CI) consists of assets essential for delivering key services in designated sectors such 
as energy, information technology, banking and financial services, air, land, and maritime transport, 
healthcare, telecommunications, and broadcasting. A second category includes other infrastructure whose 
disruption can significantly affect Hong Kong’s societal or economic functioning (e.g. major sports venues 
and research parks). Essential government-operated services like water supply and emergency relief are 
excluded. Its operators, Critical Infrastructure Operators (CIOs), are entities designated to operate these 
critical infrastructures. The designation is made by the Commissioner or other designated authorities based 
on factors including the type and importance of services provided. 
  
Designated CIOs must comply with statutory obligations in 3 key areas. (1) Organizational, to implement 
governance frameworks, allocate resources, and assign accountability for cybersecurity; (2) Preventative, 
to conduct risk assessments, implement cybersecurity controls, and manage vulnerabilities to reduce cyber 
risks; (3) Incident Reporting, to detect, report, and respond to cybersecurity incidents promptly, notifying 
authorities within prescribed timeframes. 
  
The Ordinance mandates annual risk assessments, biennial independent audits, and rapid reporting of 
significant cybersecurity incidents, with authorities empowered to investigate and respond to breaches. 
Non-compliance carries severe penalties, including organizational fines from HK$500,000 to HK$5 million, 
plus daily fines for continuing violations, emphasizing that penalties target the organization rather than 
individuals. 
  
The law is enforced by a newly established Commissioner of Critical Infrastructure office within the Security 
Bureau, which will oversee designation, compliance, and enforcement activities. While the ordinance 
applies to systems accessible in or from Hong Kong, it does not have extraterritorial enforcement powers. 
Nonetheless, CIOs must produce relevant information accessible within Hong Kong, even if located 
overseas. 
  
Practical Data Security Measures 
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PDPO’s guidance on data security offers a comprehensive and practical framework to protect personal 
data within information and communication technology systems. These measures aim to help organizations 
comply with the DPP4 of the PDPO, which requires taking all practicable steps to safeguard personal data 
from unauthorized or accidental access, processing, loss, or misuse. 
  
In terms of governance, organizations are encouraged to establish an effective data security management 
framework aligned with their size and risk profile. This includes appointing a dedicated data security officer 
to oversee compliance and incident response, developing clear data security policies, and fostering ongoing 
staff awareness and training programs that clarify individual responsibilities in protecting personal data. 
  
As for physical and technical controls, multiple layers of protection are emphasized to secure information 
and communication technology. Physical measures should include controlling access to data centers and 
server rooms, securing portable devices, and ensuring proper disposal of media containing personal data. 
Technical controls involve enforcing strong authentication, such as multi-factor authentication, applying 
role-based access controls to restrict data access strictly to authorized personnel, and encrypting personal 
data both in transit and at rest to prevent interception or unauthorized disclosure. 
  
Operational safeguards are equally important: organizations should regularly back up data and store 
backup copies securely to maintain data integrity and availability during incidents. Maintaining detailed audit 
logs enhances the ability to detect and investigate anomalies or breaches promptly. Timely patch 
management, alongside updated antivirus and anti-malware solutions is crucial to mitigate vulnerabilities 
and protect systems from external threats. 
  
Regarding system and network security, integrating security throughout the system lifecycle—from 
development and testing to deployment and maintenance—is essential. Network protections such as 
firewalls, intrusion detection and prevention systems, and network segmentation help reduce exposure and 
contain breaches effectively. 
  
Finally, cultivating a security-aware culture through continuous training, awareness campaigns, and 
employee vetting reduces risks related to human error or insider threats. Additionally, organizations should 
implement and regularly test comprehensive incident response plans to swiftly identify, contain, and 
remediate data security incidents. This includes timely breach notifications when mandated, ensuring 
readiness against evolving threats. 
  
Collectively, these measures provide a strong defense to ensure compliance, mitigate risks, and protect 
data subject rights. 
  
National Security Law Implications and Cross-Border Data Transfers 
  
The National Security Law contains offences relating to secession, subversion, terrorism and collusion with 
a foreign country; while it does not establish a general data security regime, entities should ensure data 
handling does not contravene applicable NSL provisions and related directions. 
  
The “Standard Contract for Cross-Boundary Flow of Personal Information within the Guangdong-Hong 
Kong-Macao Greater Bay Area” (GBA Standard Contract) is a voluntary facilitation measure introduced 
jointly by Hong Kong’s Innovation, Technology and Industry Bureau and People's Republic of 
China (PRC)’s Cyberspace Administration. It aims to streamline and promote safe, compliant cross-border 
personal data transfers between Hong Kong and the nine PRC GBA cities: Guangzhou, Shenzhen, Zhuhai, 
Foshan, Huizhou, Dongguan, Zhongshan, Jiangmen, and Zhaoqing. 
  
The GBA Standard Contract standardizes data protection obligations for both the Personal Information 
Processor and Recipient, ensuring that personal data transferred between these jurisdictions is adequately 
safeguarded. Notably, personal data transferred under this contract must not be further disclosed beyond 
the GBA region, including to parent or subsidiary companies located outside it. The contract does not apply 
to transfers outside this region nor to “important data” as designated by authorities. 
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Prior to transfer, Personal Information Processors must obtain data subject consent, conduct a Personal 
Information Protection Impact Assessment (PIA) within three months before filing, and complete a filing 
procedure with respective authorities—the Digital Policy Office (DPO) in Hong Kong and the Cyberspace 
Administration in Guangdong—within 10 working days of the contract’s effective date. Both parties must 
adhere to the GBA Implementation Guidelines and Hong Kong’s Personal Data (Privacy) Ordinance. 
  
The facilitation reduces regulatory burdens by simplifying impact assessments from six areas to three, lifting 
volume restrictions on data transfer, and accelerating filing timelines. Organizations may adopt one contract 
covering multiple business scenarios but must sign two separate contracts when reciprocal data flows occur. 
The filing process requires submission of signed contracts, undertakings, and identity verification 
documentation, with the DPO issuing formal acknowledgment after review. 
  
Additionally, the PRC’s Provisions on Promoting and Regulating Cross-Border Data Flow (《规范和促进数
据跨境流动规定》), effective from March 2024, refine the regulatory environment by clarifying security 
assessment reporting standards and defining exemptions for standard contracts and personal information 
protection certifications. These Provisions enhance Hong Kong-PRC data collaboration by simplifying 
compliance procedures and extending the validity of security assessments. Moreover, government 
agencies continuously develop IT infrastructure and cybersecurity measures to secure cross-boundary data 
exchange, ensuring resilience and alignment with evolving digital governance standards. This collaboration 
strengthens Hong Kong’s role as a data hub integrating PRC and international data flows, advancing 
national and regional digital development objectives. 
  
Consequences of Non-Compliance 
  
Penalties for non-compliance include criminal fines up to HK$1 million and imprisonment of up to five years 
for serious offenses such as unauthorized disclosure or doxxing. PCPD enforcement notice violations can 
lead to fines, imprisonment, and daily penalties. For CIOs, cybersecurity violations carry fines up to HK$5 
million. Civil claims for data-related damages and reputational harm further underscore compliance 
importance. The PCPD intensifies audits and international cooperation to enforce data security. The PCPD 
actively increases audits, breach investigations, and international cooperation to enforce compliance. 
  
Governance of Emerging Technologies and AI 
  
The Hong Kong Government’s policy statement in 2024 sets out a clear framework for the responsible 
application of artificial intelligence (AI) in the financial sector. Central to this framework is a dual-track 
approach that promotes AI adoption by financial institutions while simultaneously addressing associated 
risks, including cybersecurity threats, data privacy concerns, and intellectual property protection. 
  
Financial institutions are advised to develop comprehensive AI governance strategies to guide the 
deployment and use of AI systems. These strategies should adopt a risk-based approach covering 
procurement, usage, and management, with strong emphasis on human oversight to mitigate potential risks 
effectively. To support the industry, the Hong Kong University of Science and Technology will provide its 
self-developed AI models, computing resources, and advisory services for either on-premises deployment 
or via API and Web interfaces. 
  
Regulatory bodies have integrated AI-related risks into existing regulations and guidelines and will 
continuously review and update them in line with technological trends, such as the emergence of 
explainable AI. This ensures the regulatory framework remains adaptive to the evolving landscape of AI 
technologies in finance. 
  
Law enforcement cooperates internationally on AI-related cyber challenges, complemented by public 
education on AI risks and opportunities. 
  
The Hong Kong Securities and Futures Commission (SFC) and Hong Kong Monetary Authority (HKMA) 
have issued specific guidance and rules to govern AI use in the financial sector for reference.  
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Other regulatory Considerations: AML, Competition, and Data Governance 
  
Effective Anti-money laundering (AML) efforts rely heavily on the secure management of sensitive financial 
and personal data. Data security ensures that information collected during customer due diligence and 
transaction monitoring processes is protected from unauthorized access, alteration, or loss. Robust data 
security measures are necessary to safeguard the integrity and confidentiality of AML-related data and the 
ability to detect and prevent illicit financial activities. Data security supports compliance with regulatory 
requirements through proper record-keeping, to be submitted to authorities, when necessary, thus 
maintaining the trust of regulators and the public. In essence, strong data security forms the foundation 
upon which reliable and effective AML systems are built, enabling organizations to mitigate risks and fulfill 
their legal obligations.  
The Hong Kong Government has set forth key guidelines on AI-related operations to ensure ethical use, 
promote fair competition, and mitigate social harms. These include enforcing strict adherence with data 
privacy and protection laws to safeguard personal information and prevent misuse. To address ethical 
concerns, AI systems must incorporate transparency, explainability, and human oversight, preventing 
discriminatory or biased outcomes. Competition is protected by measures that restrict anti-competitive 
practices such as data monopolization and unfair data usage. Furthermore, regulations emphasize the 
resilience and security of data centers supporting AI operations to prevent systemic risks. These measures 
also aim to curb the proliferation of harmful AI applications that could impact social order or public interests. 
Through robust governance frameworks and continuous regulatory updates, Hong Kong seeks to foster 
responsible AI innovation that aligns with societal values, ensuring AI technologies contribute positively and 
equitably to the economy and community. 
  
Enhancing data governance in Hong Kong involves a comprehensive, multi-faceted approach 
encompassing data integration, utilization, openness, sharing, security, infrastructure development, and 
alignment with standards and regulatory frameworks. The Government’s strategy includes enacting 
supportive policies, laws, guidelines, and technical standards tailored to Hong Kong’s unique context. 
Notably, the “Hong Kong Innovation and Technology Development Blueprint” sets digital economy 
advancement and smart city development as key priorities, aiming to leverage data-driven growth while 
integrating with national development goals. Additionally, supporting facilities such as unified service 
platforms and common data platforms facilitate seamless data flow and sharing.  
  
Recommendations for Hong Kong Business entities 
  
Data security in Hong Kong presents a complex and evolving legal landscape that requires enterprises to 
adopt a comprehensive, integrated approach to compliance and governance. Doing business online 
involves navigating a multitude of intersecting legal obligations—from privacy and cybersecurity to national 
security, AI ethics, competition law, and cross-border data governance. 
  
Business entities can adopt a structured approach that embeds applicable laws and standards into daily 
operations and strategic planning. In practice, this means putting in place fit-for-purpose data governance, 
ongoing risk assessments, and regular staff training, with enough flexibility to adjust as rules and guidance 
evolve. A measured, proactive program can help meet legal obligations, build stakeholder confidence, and 
support competitive positioning in an increasingly digital market. 
  
If you are exploring data privacy and cybersecurity matters in Hong Kong and would like practical, 
business-focused legal support, scan the QR code below to access to our service. 
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Information in this update is for general reference only and should not be relied on as legal advice.  
  
© 2025 JCHM Limited. All rights reserved. 
 


	Regulatory Data Security Compliance for Hong Kong Business Entities

